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Radio Frequency Weapons and 
Proliferation: Potential 
Impact on the Economy 

Wednesday, February 25,1998 


United States Congress 
Joint Economic Committee 
Washington, D. C. 

The Committee met, pursuant to notice, at 10:00 a.m., in Room 106, 
Dirksen Senate Office Building, the Honorable Jim Saxton, Chairman of 
the Committee, presiding. 

Present: Representatives Saxton and Ewing. 

Staff Present: Vaughn Forrest, Danyl Evans, Colleen Healy, Mary 
Hewitt, Dan Lara, Juanita Morgan, and Andrew Quinlan. 


Opening Statement of 
Representative Jim Saxton, Chairman 

Representative Saxton. If I could get your attention just for a 
moment, and if you would kindly take your places, we'll prepare to begin. 

Thank you all very much for being here this morning. As you 
probably know. Congress, from time to time, looks at issues that have not 
received a lot of attention. Today's hearing is about one of those issues, 
and I think it's quite timely. 

We have just concluded a chapter in our relationship with another 
country, namely Iraq, dealing with another set of weapons that I guess 
people are somewhat surprised exist in the magnitudes they do, basically 
chemical and biological. 

It occurred to me when I was listening to the news on the radio this 
morning that given the arrangement that has apparently been agreed to 
between the United Nations and Iraq, that chemical and biological 
weapons will undoubtedly take a less prominent role in the news in the 
days ahead, simply because they have dropped out of sight to a degree. 

On June 17th of last year, the Joint Economic Committee (JEC) held 
a hearing called Economic Espionage, Technology Transfers and 
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National Security. It spoke to another one of these issues that we believe 
are very important and don't receive enough attention. 

In that hearing, we heard testimony from Lieutenant General Robert 
Schweitzer about a new class of weapons, radio frequency weapons (RF), 
and the impact of these new weapons on civilian and military electronic 
infrastructure in our country. 

Since the General talked about a terrorist threat and a proliferation 
threat, the Joint Economic Committee has continued to investigate these 
potential threats, as they obviously have an impact on life here in general, 
and our economic life, in particular. 

I am pleased to welcome to the Committee this extremely 
knowledgeable group of panelists, and I would like to introduce them at 
this time. 

Dr. Alan Kehs is with the United States Army Laboratories, and will 
discuss the overall RF threat. Mr. Kehs has a B.S. and M.S. in Electrical 
Engineering, and an M.S. and Ph.D. in Physics from the University of 
Maryland. 

He is a recognized expert on the generation and the use of intense 
relativistic electron beams for the production of high-power microwave 
radiation. 

Recent assignments include the Chief of the Source Physics Branch 
of the Chief of Nuclear and High Power Microwave (HPM) Technology 
Office. Dr. Kehs has chaired the Eighth National Conference on HPM 
in April of 1997, and currently chairs the triservice HPM technology. 

We will also hear from Dr. James O'Bryon. He is the Deputy 
Director of Operational Test and Evaluation Live Fire Testing with the 
Office of the Secretary of Defense at the Pentagon. 

He has received a B.S. in Mathematics, and also has a graduate 
degree from George Washington University in Operations Research 
Management Science, and from MIT, through the Electrical Engineering 
Department. 

The Director will discuss the role of live fire testing and how it will 
play a role, in testing our military equipment with RF weapons. 

Dr. David Schriner is the Principal Engineer of Directed Energy 
Studies with Electronic Warfare Associates, and a recently-retired 
engineer with the Naval Weapons Testing Facility at China Lake. 

He has numerous patents, has received superior service awards, and 
has given technical presentations over 42 years of civil and military 
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service. He will discuss the difficulty in building an RF weapon, and the 
terrorist threat. 

Finally, we'll hear from Dr. Ira Merritt, who is with the Missile 
Defense Space Technology Center in Huntsville, Alabama. He has more 
than 25 years of experience in developing advanced technologies, 
systems requirements, systems designs, and test capabilities for ballistic 
missile defense systems. 

He has a Bachelor of Science in Chemical Engineering and 
advanced degrees in nuclear engineering. Dr. Merritt will discuss the 
proliferation of RF weapons, primarily from the former Soviet Union. 

We look forward to hearing from each of you gentlemen during the 
hearing this morning, and at this time, we'll begin with Dr. Kehs. 

[The prepared statement of Representative Saxton appears in the 
Submissions for the Record.] 

Opening Statement of R. Alan Kehs, 

Army Research Laboratory 

Mr. Kehs. Thank you, Mr. Chairman, and Members of the 
Committee. 

I'd like to thank you for the opportunity to shed some light on these 
widely ignored topics that you've chosen for these hearings. 

I spent most of the last 20 years working on various radio frequency 
weapons technologies. As you noted, I currently serve as Chair of the 
Triservice High Power Microwave Coordinating Panel. 

In general, our Security Classification Guide prevents us from 
discussing anything but the most generic concepts, and this is going to 
severely limit the depth of discussion if we remain at this unclassified, 
public-release level. 

It's not deemed to be in our best interest to provide details on our 
programs, or roadmaps to weapons development that might assist rogue 
states such as Iraq, which you just mentioned, terrorists, and others who 
would eventually wish to use these weapons against us. 

However, one does not need to rely on classified reports in order to 
appreciate the potential impact of radio frequency weapons, or, as they 
are frequently called HPM weapons. Everyone in this room has 
undoubtedly experienced electromagnetic interference to some piece of 
household electronics. 
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Some common examples are the effect of lightening strikes or 
automotive ignition noises on radio transmission, placing two computers 
too close to one another on a bench or driving under power lines while 
trying to listen to the radio, and so forth. 

A step up from these minor inconveniences is the warning that we 
hear each time that we land or take off in an airplane. We all wonder, 
can a GameBoy or a calculator really cause serious problems to airplane 
electronics? 

The answer, of course, is that a GameBoy or a calculator or cellular 
telephone is not usually sufficient to disrupt airplane electronics, but it 
can happen. As a result, we adopt a policy of better-safe-than-sorry, and 
shut down electronics during the more critical takeoff and landing 
segments of commercial air flights. 

We've now asked the question, how much power does it take to 
create problems? Realistically, these questions can't be answered at the 
unclassified, full-public-release level. 

But, more subtle, the question becomes, at what point do civilian 
electronic devices become weapons? And let us now shift from the lower 
power levels, the milliwatts and microwatts of GameBoys and cellular 
telephones, to the very high powers, the gigawatts or megawatts of 
commercially available radar systems, t.v. transmitters, and particle 
accelerator tubes, and this is the technology platform from which HPM 
weapons programs would be based. 

Conceptually, an HPM weapon looks like a radio transmitter. There 
is a power source, a tube to generate the RF energy, and an antenna to 
radiate the energy appropriately. 

The key technologies and final products have been under 
development for the greater part of this century, and are readily available 
on a broad range of markets. In the Army, we make extensive use of 
surplus radar and radio equipment for our experiments. 

Military electronics generally contain some electromagnetic 
shielding and protection devices, even if they're not specifically designed 
to withstand an HPM attack. 

Commercial designers are generally only concerned with the FCC 
limits on electromagnetic interference, and no one really knows how 
susceptible large scale commercial electronic systems might be to a 
concerted electronic attack. 
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These commercial systems include our banking and telecommuni¬ 
cations systems, as well as oil and gas distribution and transportation 
systems, among others. Although these systems are designed to 
withstand the loss of a critical node, a concerted attack would cause 
unknown effects. 

High power microwave technologies currently appear on the critical 
technologies list, which means they are flagged before we export 
anything. However, the required approvals have not slowed the 
technology transfer of increasingly powerful and sophisticated HPM 
technologies to overseas buyers. 

The intelligence community will have to address the threat issues, 
but I believe that they will find that existing technologies are more than 
sufficient to support several potential applications in threat scenarios. 

The growing U.S. dependence on sophisticated electronics for 
warfighting and domestic infrastructure makes us potentially vulnerable 
to electronic attack. By its nature, the Defense Department is compelled 
to confront such threats, however, the full range of our technological 
society is also at risk and much less aware of these potential threats. 

That concludes my statement, and I would be happy to answer any 
questions that you might have. 

[The prepared statement of Mr. Kehs appears in the Submissions for the 
Record.] 

Representative Saxton. Thank you veiy much, Dr. Kehs. We will 
get back to you with some questions. 

Let me apologize. I didn't mention at the outset that that little red 
and green light will go off after about 12 minutes. 

So if we all can confine our statements to that length of time, it will 
give us an opportunity to get into some questions in a little while. 

Dr. O'Bryon, do you want to proceed? 

Opening Statement of James F. O'Bryon, Deputy 
Director Operational Test and Evaluation, Live 
Fire Testing, Office of the Secretary of Defense, 
The Pentagon, Washington, DC 

Mr. O’Bryon. Thank you, Mr. Chairman. It's an honor to appear 
before the Committee today to discuss the role and mission of live fire 
testing, and specifically as it relates to the ballistic threat and the threats 
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posed by radio frequency and electromagnetic pulse and other threats, as 
a matter of fact. 

As your letter to me indicates, these issues are of great importance 
to our nation, as well as the world. I would like to ask that my prepared 
statement be entered into the record in its entirety, and I would like to 
just extract from that prepared statement. 

Let me begin by acknowledging the fact that a number of years ago, 
Congress recognized that there was a significant and growing need to 
realistically test our weapons systems to assure that they would withstand 
the rigors of combat to inflict the maximum effect on the enemy when 
used. 

There's an old saying that we have in the office, "Better to sweat in 
peace than bleed in war," and we believe that very sincerely. 

The legislation which was authored back in Fiscal Year 1986 and 
strengthened since that time, most recently with the Federal Acquisition 
Streamlining Act, moving the Live Fire Test Office under the Director of 
Operational Testing, requires that we prepare an independent report 
based on the realistic testing of all of our major weapons systems and 
weapons platforms that provide protection to the user. 

To date, we have done thousands of tests and have prepared over 
two dozen reports to this Congress, to the House and Senate, the SAC, 
the HAC, the HNSC and the SASC. 

Live fire testing has revealed a number of design flaws which, had 
they not been found and corrected in testing, would probably have 
resulted in a loss of life and at least loss of significant amounts of 
equipment. 

These are the kinds of tests that, the only other way you discover the 
wrongs in these systems would be to wait for combat to occur, and then 
it's just a little bit too late to do the fixing. 

Since this is the Joint Economic Committee, I'm sure you're 
interested in costs, how much this testing has cost as a way of measuring 
our output. Of all the tests we've conducted, not one of them on any 
given system has exceeded one third of one percent of the total cost of 
die system. That's the most expensive series of tests we've done. 

So I think that the money spent has been well worth it, and the 
survivability and lethality of our weapons has been seriously improved. 

The System Threat Assessment Reports, or STARS, as they are 
known, are prepared by the service proponents and approved by the DIA. 
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These documents, by DoD regulation, are the primary source document 
used to establish what these emerging threats are. 

I'd like to just describe briefly what the three threat categories are: 
First of all, the one that comes to mind to most people is what I call the 
classical conventional threat or the ballistic threat. We're doing an awfiil 
lot of testing on. 

There's another threat which we're not going to talk about today, 
which is the unconventional threat. And the JCS Pub 1-02 describes a 
conventional threat as anything thaf s not nuclear, biological, or chemical. 

So when you subtract out these last three and you also account for 
ballistic threats, what's left? Well, what is left is a very, very important 
emerging threat, which we are calling directed energy: high powered 
lasers, low energy lasers, high powered microwave RF systems, things 
that can travel at the speed of light and can be widely proliferated. 

These traditional threats have mostly populated the STARS with 
little in the way of directed energy to date. 

Recent Defense guidance has made clear that other nations may very 
well choose to fight the United States asymmetrically. It’s the word that's 
being used, avoiding a frontal assault because, obviously, we are the only 
superpower in the world today, as most people would acknowledge. 

Rather, they might well choose to select a specific area of our 
potential vulnerability, for example, communications, or information 
warfare or a selective threat to attack us more effectively and more 
efficiently. 

Recognizing that our nation, both militarily and commercially, is 
heavily dependent upon electronically produced, processed and trans¬ 
mitted information, it makes good sense to assume that any rogue nation 
could easily try to exploit this potential warfare area, what I am calling 
a niche warfare area. 

The military, drawing much of its technology from the commercial 
world, and it's growing more and more as COTS and NDI become the 
rule rather than the exception, our military systems, whether they be 
tanks, ships or planes, are heavily dependent upon computers and 
computer systems. 

I was with IBM back in 1961 and 1962, and I think I am one of the 
first people in the world to have used an interactive computer terminal. 
I like computers a lot, and I understand something about them. 



8 


Now, of course, they've gone from the Defense Department into the 
commercial world and now back again. There are computers to navigate, 
computers to communicate, to acquire targets and to home in on them. 

In fact, some of our new fighter aircraft literally cannot fly, due to 
their aerodynamic instability, without computer controls. They'd fall out 
of the skies without them. 

Destroying, disrupting, corrupting, or interrupting computer 
components could be very serious. As our computers become more and 
more miniaturized, by the way, and faster, and more proliferated, it may 
become feasible to attack these platforms through their potentially soft 
electronic components. 

Mark Twain, I think, put it best. He said, “If you put all of your 
eggs in one basket, you better watch that basket.” And that’s what we're 
here to say today. 

Are the technologies such as the introduction of non-metallic 
composite skins for aircraft and armor, while they might minimize 
weight, inadvertently increase vulnerabilities by eliminating what we call 
the Faraday cage, that metal cage which has traditionally provided a 
degree of protection from electronic disruption, the kind of disruption 
you feel when you drive your car across the bridge and the signal is 
canceled out due to the girders of the bridge around you. 

We recently initiated a series of joint live fire tests, which I would 
like to share very briefly today, with the three military Departments to 
assess the effects of potential radio frequency (RF) weapons against our 
platforms. 

While there has been a lot of RF testing over the years, these joint 
live fire tests are particularly interesting for several reasons. I’ll list four 
this morning for you. 

First of all, we're looking at the survivability of our platforms. Most 
efforts to date have been looking at the lethality of us against them and 
directing energy against the enemy. These are looking at our surviv¬ 
ability, our vulnerability to other people using these things against us. 

Secondly, the source is a transient, electromagnetic, broad-band 
threat. Most of the testing to date is done on a veiy narrow band spike. 

The broad band can get inside of a lot more systems, especially 
those systems where the enemy might not know where they're operating, 
just build a broad band and try to hit more things, rather than a narrow 
band. 
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Thirdly, the test was conducted outside . Most of the testing to date 
has been conducted inside. You know that when you sing in the shower, 
it sounds great - well, it might sound great. But it sounds differently 
when you're singing outside in the parking lot. 

In the same way, these systems behave differently inside, 
artificially, as opposed to outside in the real world - where wars are 
fought, typically. 

Fourth, the tests were done against a fully operational target , not 
simply a component or set of a components, a completely operational 
system. What we're finding in live fire testing is not just the hard kill, but 
the soft kill, where the electronics go down. They can cause a mission 
kill very, very quickly. 

Why did we pick the Huey Cobra? Well, because it's available. It's 
a system that's actually going out of the inventory and it's a system that 
we feel that if we can demonstrate a certain vulnerability to a rather 
antiquated, unsophisticated threat, perhaps our more sophisticated, 
advanced platforms could also have similar or maybe even greater 
problems. 

Just three weeks ago, I and some 200 other people attended a 
meeting in the Russell Building sponsored by the National Defense 
Industrial Association, at which time the issues of information security 
and warfare were discussed. 

The fact that some of our military communications are conducted 
over commercial lines was noted, in fact, a high percentage of them. 
Hence, what might first appear to be a civilian problem could also be a 
military problem. 

Finally, because of the rate of change of technology in communi¬ 
cations, computers, and sensors, as well as in lasers and radio frequency 
technology, the complexities of the issues are moving very fast and 
increasing. 

I'm not here to say that the sky is falling, or that our weapons don't 
work. What I'm trying to say, in conclusion, is that the world is 
changing, the potential threat is changing, and our approach to designing 
and testing in this emerging world must change to meet it. 

We have to realistically live fire test to these emerging threats to our 
military platforms and weapons. Thank you very much for the oppor¬ 
tunity to testify, and I'll be happy to respond to any questions you might 
have. 
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[The prepared statement of Mr. O’Bryon appears in the Submissions for 
the Record.] 

Representative Saxton. Thank you, Mr. O'Bryon, for a very 
articulate statement. 

We'll move now to Mr. Schriner. 

Opening Statement of David Schriner, 
Principal Engineer, Directed Energy Studies, 
Electronic Warfare Associates 

Mr. Schriner. Thank you, Mr. Chairman, and distinguished 
Members of the Committee. It's a pleasure and an honor for me to be 
here today to testify on the subject of the Design and Fabrication of a 
Damage-Inflicting RF Weapon that could be done and built by backyard 
methods, as I call them. 

I have built such a device and I have tested it recently, and it has 
turned out to be very effective at disrupting various targets that we've 
aimed it at. Now, when we get into the specifics of what we did and how 
far and what the wave form was, that gets to be classified, even though 
this was infrastructure material. 

But I have proved that such a system could be built and probably 
used by what you might call a cyber warrior or an RF terrorist against 
infrastructure items such as financial institutions, computers, medical 
equipment in a hospital, possibly automobile equipment like ABS 
systems and air bags, all the sorts of things that are normally found in the 
everyday world that we live in. 

Let me begin by saying that although I have worked for 42 years as 
a civil servant involved in generally high-end advanced development 
activities. I've never been working for the high powered microwave 
community. I've never used their types of funds. 

Further, I have seldom ever been part of the established club that 
does the types of things that I've worked on. Generally, the efforts that 
I have worked on have been of a quick-reaction nature in direct support 
of some military need. 

And my approach, generally, has been to just go and do it, rather 
than worrying about how to do it, or who should do it or when to do it. 

This approach has been very successful. I've fielded many systems 
that have been of great value to the military. 
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This came from my early beginnings in high school and grade 
school where I built many science projects. I won science fairs. I've 
always had to build my own tools, and I came out of the old school where 
you build your own HAM radio equipment or sound equipment. 

I grew up building things from scratch. I guess you would have 
called me, in high school, kind of a science nerd. But you know you have 
those kids around today. They're the kids down the street that can come 
by and program your computer for you. They exist today just as they did 
in my day. 

Well, in January of 1997, I retired from Civil Service, from the 
Naval Air Warfare Center at China Lake, and 1 really became interested 
in some of the work that we did for Dr. O'Bryon on his live fire test 
program where we used one of these transient wave devices that we’ve 
been talking about. 

And after looking at that technology, I thought that this is exactly 
the type of thing that a terrorist or an amateur might be able to do with 
readily available components, stuff you can buy at the hardware store or 
at Radio Shack. 

So, I built some of these transient electromagnetic devices. You see 
one of them right here. You notice that it uses spark plugs for spark gaps. 

In the photos that you have there, you see one that I built in about 
two weeks. I spent less than $500 on that thing, and the first time we 
turned it on, it worked. We tested it last week, and in 12 out of 12 times, 
it took down the target that it was aimed at, at a significant tactical 
distance. 

So, that convinced me that this is really something that the RF 
terrorist could do and use against our infrastructure systems. 

Now, you might wonder, where does one go to get the information 
to build these sorts of things that General Schweitzer testified could be 
used by an RF terrorist and just kind of driven around the block until 
something bad happened to the object that they were aimed at? 

You don't have to get into classified records at all for it. In fact, you 
can go back to the turn of the century to some reports written by Heinrich 
Hertz, the guy who really showed you that radio waves exist. 

And he published a document in 1893 that has a diagram in it that, 
if you were to build this thing and irradiate a computer or something with 
it, it would probably take it down. So, historically, the technology is well 
known. 
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Secondly, you can go to some of the various magazines around and 
you'll see in my paper that I gave you, this is an underground electronics 
advertisement, and there you can get for $5, plans of how to build a 
high-energy electromagnetic radiation plasma generator or a guided 
power EMP generator, all the sorts of things that we're really talking 
about that a terrorist could do. 

Now, I have looked at some of these and they are pretty bogus, but 
it begs the point that the environment is ripe for people to want to try 
some of that stuff. 

I've also worked on more sophisticated systems like this one. This 
one uses pressurized hydrogen. The one that you have in the photos just 
uses plain old transformer oil, and it's very simple. 

The one you have in the photo is something that you would have in 
the back of a van or something. This device here is something that you 
would attach to like a 12-foot t.v. dish. You could then aim that at 
aircraft that were landing and taking off at the airport. 

If we're really worried about what a cellular radio or a computer 
might do on an airplane, you must really worry about what something 
like this could do to it. 

As Dr. O'Bryon said, you better guard that basket. 

Thank you. 

[The prepared statement of Mr. Schriner appears in the Submissions for 
the Record.] 

Representative Saxton. Thank you very much, Mr. Schriner. 
We’ll look forward to the question and answer period so we can perhaps 
discuss the hardware that you brought with you there a little bit further. 
Thank you. 

Mr. Merritt? 

Opening Statement of Ira W. Merritt, 

Chief, Concepts and Applications 
Division, U.S. Army, Army Space and 
Missile Defense Command 

Mr. Merritt. Mr. Chairman, Members of the Joint Economic 
Committee, I'd like to thank you for the opportunity to be here this 
morning and to offer testimony regarding the proliferation of radio 
frequency weapon technology and its significance to the operability of 
our high-value assets. 
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My name is Dr. Ira Merritt. I'm employed by the U.S. Army as 
Chief of the Concepts and Applications Division in the Army Space and 
Missile Defense Command. 

Some of the opinions and conclusions I expressed in my statement 
are based upon my own past experience and observations, and are not 
necessarily those of the Army. 

I have been active in survivability-related activities and projects for 
more than 15 years, and during this time, managed the Army's Missile 
Defense Survivability Technology Program, and I have chaired a number 
of electromagnetic environmental effects requirements boards for project 
offices. 

Some of my principal responsibilities at this time are to develop 
innovative and advanced technologies for their application to missile 
defense projects, and to evaluate technologies, including these radio 
frequency weapons technologies that we are talking about today, to 
establish their significance to operability of our systems. 

Our interest in radio frequency weapons has increased in the last 
several years as a result of the technology developments that have already 
been discussed briefly today, and the increased proliferation and expected 
increase in the susceptibility of our microelectronics to potential radio 
frequency weapon waveforms. 

As semiconductors become smaller and smaller, and require less 
power, they're becoming more susceptible to external sources of radio 
frequency energy. We pay great attention now to the mitigation of radio 
frequency environments that we anticipate. 

However, the waveforms produced by these RF weapons are very 
different from our normal design requirements and design waveforms. 
The chart to my left summarizes that conceptually. 

The green region of the chart shows our current radio frequency 
mitigation design regime. The far left, the portion coming down being 
from nuclear electromagnetic pulse, and the other portion being from 
narrow band, nearby friendly sources. 

The orange region represents typical ultra-wide band and high 
power microwave outputs. As you can see, these are well outside our 
normal radio frequency mitigation design practice. 

Worldwide interest in radio frequency weapons has increased 
dramatically in the last several years, largely, as a result of the collapse 
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of the Soviet Union. This has also contributed to our increased interest 
in this area. 

The Soviet Union had a large and diverse radio frequency weapon 
program, and elements of it continue today within the FSU countries. 
The Soviet program is not well understood, but our personnel are at the 
forefront of efforts to understand its scope and accomplishments. 

The other figures that I have here, that are also in my written text, 
are pictures of four Russian sources that produce radio frequency 
weapon-like outputs. They are available on the open market, and I will 
discuss them briefly. 

The first photograph shows a Ioffe Physical Technical Institute 
pulser. It's from St. Petersburg, Russia. 

One of its commercial applications is to generate wide-band pulses 
for mapping underground images. The pulser is compact, it operates on 
batteries, and the solid state switch technology that it uses has been used 
to upset computers and other electronics. 

I have an example of that kind of switch. We're not talking about 
anything very large. I also have examples of specification sheets from 
Ioffe Physical Technical Institute of commercial products that could be 
used for electronic disrupters as well as for legitimate commercial 
applications. 

Another photograph shows an early model of RAD AN. The name 
doesn't stand for anything that we are aware of, but it's a compact 
battery-powered accelerator. This is the RADAN. 

It's capable of generating either ultra-wide band or high power 
microwave pulses. There was a recent article in a Swedish newspaper 
that refers to this as an electronic bomb. It's not explosive. We believe 
that the RADAN system is the system that they're talking about. 

The next photograph is of the NAGIRA radar. This photograph was 
taken near Nizhny Novgorod, Russia, shortly before the system was 
bought by and shipped to the United Kingdom. 

It was originally developed to detect low-flying and low-cross 
section aircraft, but it produces pulses of about 300-500 megawatts that 
are five-nanoseconds, or five billionths of a second, long. The Russians 
were concerned enough about these pulses interfering with their aircraft 
that their sure-safe distance was several miles from Nagira. 
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So, I think the point was made earlier that even sensors and/or 
devices that we typically think of as sensors in commercial products, can 
be tailored - under certain circumstances - to function as weapons. 

The last photograph is of explosively-driven radio frequency 
munitions that have been described in recent Russian military and 
popular magazines. The articles have recently heightened the awareness 
of radio frequency weapons, and particularly this class of compact 
explosive-driven device. 

This device was spoken of recently in a Russian television 
announcement that stated that Sweden had purchased drawings of this 
device and that they had successfully tested them. 

So, even though significant amounts of new information is 
becoming available, large uncertainties and risks still exist with respect 
to the status and capabilities of radio frequency weapons. 

I believe that a more comprehensive risk mitigation effort is needed 
to accomplish the task of quantifying these risks. We should characterize 
the expected electromagnetic environments that these types of devices 
can produce by analyzing and understanding these rapidly evolving 
technologies. 

As you have heard earlier, we should conduct tests to evaluate and 
quantify the effects of short-pulse RF waveforms, that are most likely to 
be seen from these sorts of devices, on representative electronic 
components, subsystems and systems, and we should use the results of 
existing tests and new tests to guide the development of broadly 
applicable electromagnetic mitigation techniques. 

So, in conclusion, although we cannot precisely quantify the risks 
presented by radio frequency weapons today, we do know that that risk 
is increasing. I believe that we should respond to that risk by developing 
near-term, low-cost and broadly applicable mitigation techniques. 

These techniques could greatly reduce our susceptibility to radio 
frequency weapon environments, and so reduce the risks to our 
technological superiority that's absolutely essential to our military and 
economic preeminence. 

Again, I thank the Committee for the opportunity to appear today to 
comment on the proliferation of radio frequency weapons technologies 
and their significance to our critical infrastructures. 

[The prepared statement of Mr. Merritt appears in the Submissions for 
the Record.] 
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Representative Saxton. Thank you very much, Mr. Merritt. 

Let me begin with a question that I guess I want to say is fairly 
evident, but let me ask it anyway. 

Obviously, from what you have all said and from what we have 
learned previously, most any system that has a computer capability or 
other electrical capabilities, apparently, in some instances, can be 
affected by radio frequency weapons or devices. 

Such facilities as airport towers, aircraft, landing and takeoff, or, I 
suspect, aircraft in flight, generally, computers at a financial center, i.e., 
Wall Street, nuclear reactor control rooms, emergency services for police, 
fire, medical services, telephone switching centers, all kinds of 
communications, water treatment facilities, and just -1 guess we could 
just go on and list almost everything - government services, the 
Pentagon, weapons systems. 

Are all these things true, Mr. Schriner? 

Mr. Schriner. Well, Dr. Merritt’s chart, there, that showed earlier 
the wide spectrum of the transient wave devices, it's clear that if you had 
any radio operating over that whole frequency range, all the way from 
below the FM band, clear up into the low microwave regions, that radio 
would be jammed every time one of these pulses occurred. 

And if you simply made something that pulsed 10 times a second, 
you would not be able to use any radio in that frequency band. If you 
parked a system like that up in the hills down around Los Angeles, you 
would probably cause the air control there to go VFR, and that would be 
a catastrophe. 

So, there are many examples of— 

Representative Saxton. By VFR, you mean they'd have to just use 
sight? 

Mr. Schriner. Yes. They would not be able to do air control. 
You'd have lots of airplanes flying around looking for something to do, 
and that would be just a very simple example. 

More complex examples involve actually parking beside some 
critical infrastructure target, oh, maybe like the air control relay station 
and jamming his ability to communicate radar pictures. 

Being able to take down a computer at Wall Street is another 
example. 
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As General Schweitzer testified earlier, a terrorist would not have 
to throw the switch and get it to happen right now. He could just wait 
until it happened. 

Secondly, these things don't go bang. They don't make a big flash 
or anything. They're very quiet. There's really no way of knowing that 
you're being touched by them until something bad happens, and then you 
wouldn't know who did it. 

I believe there are many things in our infrastructure environment 
that are highly vulnerable to these. 

Representative Saxton. So, we can conclude that throughout our 
modem, high-tech society, there are innumerable targets that radio 
frequency waves could affect in a very dramatic, disastrous way? 

Is it fair that we can draw that conclusion? 

Mr. Schriner. Yes. I have proved that by testing as we have done. 

Representative Saxton. Now, let me move to another question. 
That involves the degree of high-tech knowledge that is necessary, and 
the degree of high-tech equipment components, materials, that are 
necessary to produce an RF weapon. 

Mr. O’Bryon. If I could comment on that, as part of our joint live 
fire tests begun a year or so ago, I directed China Lake and Mr. Schriner 
to put together a device using no government built parts, in other words, 
things that anyone could find, to put them together. And he literally put 
them together in his garage out in California. 

So, as far as technology is concerned, he took a piece of a 
motorcycle and a piece of a microwave oven, some spark plugs and a few 
other things, and that's basically what can be done. 

Now, if someone had access to much more high-tech things and 
purer materials and more highly-machined parts, obviously you could do 
better. But he has successfully tested his device and got some significant 
effects with what I call just backyard materials. 

Representative Saxton. Mr. Schriner, you have a device sitting 
next to you there on the table. 

Mr. Schriner. Yes, sir. 

Representative Saxton. Would it be possible for you to describe 
what it is that you have put together there, what you've used in this 
device? 

Mr. Schriner. Yes. 
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All of these devices— 

Let me first make it clear that there are two types of high-powered 
microwave systems. 

We have what I call the conventional high-powered microwave 
systems that the military has been developing for years and these are the 
ones that everyone is much more familiar with than this new kid on the 
block, as I call it, the transient wave device. 

The transient wave devices all employ some sort of fast-acting 
switch, like a sparkgap, or as Dr. Merritt showed, semiconductor devices. 

And as Heinrich Hertz showed, sparkgaps generated RF fields. The 
art then is to build a very fast sparkgap. And that's been the focus of 
most of the current work in that area. 

This is just an example of how to make a very fast sparkgap and 
then it uses actual automotive sparkplugs for the elements of it. 

Instead of having to machine expensive Lexan parts and very 
complex high cost approaches, I just said, gee, how could I do this with 
off-the-shelf components and I use sparkplugs as a sparkgap. 

This is a sparkgap here, and back here I use ignition coils as the 
power supplies. And an ignition coil cannot pulse more than about 200 
times per second, so I simply have four ignition coils driving four 
sparkplugs to charge the thing. 

So this is basically the kind of thing that you would put into a dish 
antenna. 

Whereas the one you have the photographs of is something which 
has its own antenna that you could put into a van. 

So all of these things are just really sparkgap devices. We've known 
about sparkgaps for radio communications clear back into the early days 
of radio. 

And they found that the sparkgap transmitters generated such a 
broad spectrum that they couldn't put many channels on the air, so this 
condition caused them to use more clean waveforms. 

So today, as then, sparkgaps will jam all of your radios and do other 
disruptive effects. 

Representative Saxton. Thank you. 

Mr. Ewing has a question which we're going to move to now. He 
has to leave. We'll get back to this in a little bit more detail. 
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Opening Statement of 
Representative Thomas W. Ewing 

Representative Ewing. Thank you, Mr. Chairman, and thank you 
to the panel for being here and your testimony. Certainly, if you haven't 
been focusing on it, it can be quite disturbing as to the potential out there. 

How difficult would it be for an organization or any group to plan 
to disrupt services across the country at one time? 

Mr. Schriner. You mean in a synchronized manner? 

Representative Ewing. Yes. 

Mr. Schriner. They would have to have multiple devices and then 
they would simply have to agree that they're going to turn them all on at 
the same time, and focus them at a set of specific targets. 

That wouldn’t be a hard thing to do. These things work as soon as 
you turn them on. 

That one that you had the photographs of, when we used that against 
a target, sometimes just one pulse, of its 200-per-second, that it can make, 
would turn the machine off. 

So it happens rather quickly. 

Representative Ewing. So it would have to be a rather extensive 
plan to disrupt a number of different things all at one time? 

Mr. Schriner. That's true. 

Representative Ewing. Mr. Merritt, you mentioned in your 
testimony some possible protections that we could have against - are 
those realistic and doable and affordable, and can they really protect us 
from people who want to sabotage our system? 

Mr. Merritt. There have been some successful developments 
already, and of course at a low level there are a number of developments 
going on in different places in the country right now. 

One specific example that may be interesting to you is a liquid 
which can be applied to circuit boards and then, when it’s heated, the 
material becomes conductive. 

So it’s a way of cheaply and very flexibly, within our existing 
manufacturing processes, applying a Faraday cage - or an electro¬ 
magnetic shield - as we've talked about. 

So the research program that I was just described demonstrated 
attenuation factors of from 10,000 to 1,000,000, over a frequency range 
from a few megahertz to a few gigahertz. 
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So, yes, there are simple low cost approaches like that. 

Others need to be developed. 

But we have reason to believe that it's a credible thing to do. 

Representative Ewing. Is there quite a bit of effort, I assume in the 
government side, the military side and the private sector, to develop ways 
to protect against this type of interference? 

Mr. Merritt. There's a very large effort, of course, to minimize 
electromagnetic interference and to ensure compatibility with the sources 
that we know about and anticipate. 

The purpose, I presume part of the purpose for the hearings today, 
is to address whether this scope should be broadened. 

Because, as was mentioned, the STARs (system threat analysis 
reports) do not have enough detail in them, in their specifications in 
general, for projects to effectively address this new class of device. 

Representative Ewing. Thank you, Mr. Chairman. 

Representative Saxton. Thank you, Mr. Ewing. 

Mr. Schriner, if I can just get back to you for a minute. 

What you have described there seems to be relatively simple stuff 
in the vernacular. 

As you were describing the device that you have with you there, it 
reminded me of the days when I used to listen to my grandparents' radio 
in the living room, you know, one of those big ones with the speaker in 
the middle of it and all that, and something would occur in the house, and 
all of a sudden, you'd hear static. 

Is this a similar type of interruption? 

Mr. Schriner. Yes, it is. 

And another example of that is, before they had resistive wiring for 
ignition systems in vehicles, your AM radio would have a lot if ignition 
noise on it. 

Actually, when a sparkplug in a vehicle fires, it generates a transient 
electromagnetic signal of very high amplitude. In fact, those are 
detectable 100 miles away. 

I built a system during the Vietnam war days that could detect those 
kinds of ignition signals at great distances, so it's not uncommon to find 
transient electromagnetic waves from ignition systems, mixers, razors, 
anything with a little motor that sparks. 
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Any time you have a spark, you'll have these kinds of signals 
generated. 

Now, when you focus them and groom them to be radiated, as we 
do with some of these systems, you now would call it a weapon. 

But in other words, it would just be an interference source. 

Representative Saxton. I see. 

So we have been able to demonstrate here that this could be a 
widespread problem, an issue that could, as Mr. Ewing pointed out with 
his question, could interrupt transmissions and operations across the 
country, given the right kind of an organized attempt to do so. 

And when we held our hearing last June, it sounded like we hadn't 
progressed very far against protecting ourselves from these kinds of 
potential instances. 

Is that still correct, or are we beginning to make some progress? 

Mr. Schriner. Well, when you talk to someone who has the 
responsibility of fixing the problem, the answer that you generally get is, 
yes, we know there's a problem out there but we don’t have the funding 
to go off and fix everything. 

So what I've always said is that we really ought to have some kind 
of a program where we can measure our vulnerability and then fix those 
things that are critically important and then forget about most of it. 

And I believe that's what we have to do. I believe that there are 
shielding techniques that could be applied. I believe that there are 
methods by which you can design the circuitry right in the first place to 
make it immune. 

But those are cost factors and they don't come into play until there's 
some force out there that suggests that they should. And it's not until you 
find the vulnerability and give somebody a bad report card on it that 
they'll pay attention to that. 

And I think that's true in the military side as well as on the 
infrastructure side. 

Representative Saxton. Would you like to address this question, 
Mr. O'Bryon? 

Mr. O’Bryon. I agree with that. 

I think the bad news is perhaps that the problem might be rather 
widespread. 
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The good news is that, as Dr. Merritt has indicated, there are ways 
to fix it, and a lot of these fixes might not be very expensive. That’s the 
good news. 

The problem though is if you don't know there's a problem, 
obviously you're not going to know enough to fix it and then know how 
to fix it. 

I would like to mention one other thing. There's a prevailing feeling 
that the only way you get electromagnetic pulse, if you will, is with 
nuclear weapons. 

We tend to think of only nuclear EMP. 

There is another element. Some say we're in the post-nuclear era. 
I'm not sure I personally agree with that, but I think a lot of people do. 
But you can get a non-nuclear EMP, non-nuclear pulse even from a 
ballistic event. 

In other words, if one hits a tank or a ship or something similar, a 
non-nuclear EMP is generated which can influence electronics as well. 

Some of them have been observed and some of them are significant. 

So I want to make sure that everyone realizes that these things also 
can be generated in different wave forms simply from a ballistic event as 
well. 

Representative Saxton. Mr. Kehs? 

Mr. Kehs. I would like to make the point that the whole idea of 
protection is actually complicated by there's a division between 
protecting devices against being burned out and there's protecting devices 
against being upset. 

And many times, if you just upset the device, instead of burning it 
out, you can do that at a much lower level, and that's sufficient for a 
military operation. 

When you look at our infrastructure, it's probably much easier to 
bring down the system and make everybody go and reset everything, 
which could take several hours to reset the internet or to reset large parts 
of the communications system. 

You haven't necessarily burned anything out or hurt anything, and 
so to protect against that kind of upset is a very different kind of thing 
than to merely protect it against burnout or permanent damage. 
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And when you get into looking at each individual system, and how 
someone might want to attack us, each thing is going to have to be looked 
at separately. 

There's quite a bit of technology that exists to prevent burnout, and 
as Dave said, looking at what you would have to do to the circuits to 
make them more immune to upset is a larger problem. 

Representative Saxton. Mr. Merritt? 

Mr. Merritt. I'm not sure that I have a lot to add to those comments 
except that one of the things that we are addressing in the conductive 
liquids, or inks, that I just described as an example, are low-cost broadly- 
applicable techniques that might be used in commercial systems, 
including those commercial systems that have a military application. 

I think what you also heard is that the effects of these RF weapons 
are unpredictable. There certainly are effects but their unpredictability 
is one of the reasons I believe that we need to provide techniques that are 
cheap enough to go into commercial systems, that are broadly applicable, 
as I say, and that will find commercial application and will have a general 
effect of reducing the impact of terrorist attacks against our 
infrastructure. 

Representative Saxton. What kinds of devices or systems are we 
talking about? 

Going back to Mr. Schriner, when he talked about interference from 
sparkplugs in automobiles, we used to have little devices that we could 
put somewhere on the engine. I've forgotten exactly what they were, but 
they eliminated to a large extent - are those the kind of devices that 
you're talking about, or just give a general idea of the physical makeup 
of the devices? 

Mr. Kehs. Well, one possibility, like I say, I think one of the 
clearest, easiest ones to understand is if we could put a conductive film 
like those liquids on circuit boards, we can reduce, redesign and problems 
with manufacturing of our own computers where one piece of a circuit or 
a computer affects another. 

Right now, in this fixed test process, we wind up redesigning often. 

This would allow us to go in and just simply put a shield in place. 
Well that shield is not only going to be effective against our own 
self-generated RF, it will also reduce our susceptibility to external 
sources. 
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Another possibility that we're looking at is limiters. Combinations 
of solid state and plasma limiters perhaps, and these could be, we're 
looking at very small, low-cost devices that could be put between the 
antenna and the sensitive elements of receiver, for example. 

And the goal there should be to be able to proliferate those to 
virtually every sensitive receiver on the battlefield. These would have 
very broad, tremendous applicability. 

There's a significance difference also between these RF weapons 
and the nuclear EMP. The nuclear of course covers hundreds of 
kilometers. These are going to be very, very limited in their range. 

So if you get beyond a very close proximity to most of these 
devices, the kind of shielding I'm talking about would pay great 
dividends, I believe. 

Representative Saxton. So shielding is not necessarily something 
that is so difficult to develop, it's just the - how can I say - the 
determination to get some shielding in place. 

And we can do that given the determination to do so. 

Mr. Merritt. That, and when people talk about shielding, they 
typically think of EMP on strategic systems. And that was a very 
expensive process. 

I notice that George Baker is here, and George and I had a program 
a few years ago to address this combined nuclear and RF mitigation 
problem. 

And it is possible, we think, to address it in a relatively general way 
and in a less rigorous way than is required on a strategic system. 

Mr. Schriner. I could add to that by saying that we need the 
motivation to do that, and the motivation just doesn't exist right now on 
a lot of the infrastructure stuff, medical equipment and all, because the 
people that design it have to get a product out the door at a certain price 
and, boy, if they don't have to put something in, they won't. 

Another problem is that when engineers now design something, 
because the chips maybe cost only a penny apiece, he might use five 
computer chips of some sort in there to accomplish an object task that he 
could maybe spend a little more time and do with one transistor. But he 
won't do that because that costs a little more to do that than to put four 
chips in. 

Well, those four chips are four windows of vulnerability perhaps. 
So there is no motive or incentive out there now for them to do it right. 
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And I think that once we start giving out some bad report cards on 
the performance of some of this, the commercial side will wake up to the 
need to do that and start doing it. 

Suppression devices can be built into like the mouse plug, but they 
won't put that in until they're shown a reason to do it because the thing, 
right, might cost you $20 now. But, when they provide them in the 
quantities that they build computers in, it might only cost a penny. 

So there’s a lot of economic dynamics at work causing the 
vulnerabilities to exist, and the same economic factors I think will drive 
towards fixing them when it's apparent that we have the problems. 

Representative Saxton. Have there been any problems? Can you 
give any examples of where radio frequency interruptions have occurred 
in say the last decade or so? 

Mr. Schriner. There have been a lot of accidental ones. Many 
times a computer will go down. 

A good example of this transient wave thing is, you know, when you 
walk across the carpet and shuffle your feet on a dry day, and touch your 
computer keyboard, you have actually generated one of these electrostatic 
discharges, and that's very similar to this transient wave thing. 

So that's an example of how it can occur just right at home. 

And I believe that there have been many examples of where aircraft 
have flown through fields and engines have turned off. 

These are generally not reported. 

There have been tests that I’ve seen where new technology like this 
causes the boards on the airplane to go up, or things to happen that were 
wrong. And right away, that may go black, or right away, somebody 
says, gee, I better fix that. 

There's just no structure to collecting that information together to 
propose that there is a large problem until you start getting to doing the 
things like Dr. O'Bryon does on his Live Fire Test program. 

Representative Saxton. Can any of the rest, any of the others— 

Mr. O’Bryon. Well, there is an incident in the open. Obviously, 
as was mentioned by Dr. Kehs, much of this cannot be discussed in open 
forum, but there is an open incident regarding GPS. 

I believe it originated up in the Syracuse, New York area, where 
there was some antenna testing on a Comanche Helicopter and, after the 
testing was done, there was a small source that was left on, at five watts, 
I believe, out of Rome Air Force Base, which ended up totally disrupting 
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the global positioning system (GPS) being used to land, commercial 
aircraft in Albany, NY, for a period of a couple of weeks. 

And, as was mentioned earlier here, it's not only generating doing 
the signal, but knowing that ifs being done and from where, that's 
difficult. It was finally tracked to a low-power transmitter that was 
accidentally left on. 

Representative Saxton. It was left on over a period of time? 

Mr. O’Bryon. Over a period of a couple of weeks. 

Representative Saxton. And over that period of time, it disrupted 
the GPS signals? 

Mr. O’Bryon. Right. There were, I guess, a dozen or more aircraft 
that had difficultly in landing because they did not have the GPS 
coordinates to work with. 

Mr. Schriner. A hundred miles away. 

Mr. O’Bryon. Yes, a hundred miles away. 

Representative Saxton. A hundred miles away? 

Mr. O’Bryon. Yes. But fortunately, there was no loss of life and 
property. It was an incidental thing, certainly not intentional. 

Representative Saxton. Mr. Kehs? 

Mr. Kehs. I don't know if anybody's really done much to try to 
collect all of these little anecdotes. 

Certainly, you know. I've personally driven too close to a television 
station and watched some of the electronics in the car go a little hazy. 

These kinds of things happen all the time. People just sort of 
dismiss them, and they don't really quantify them, at least not until you 
get into a weapons program, and then you're looking for specific effects, 
and then you do begin to quantify them and you do begin to look at the 
statistics of when do you disrupt an airplane and when don't you. 

Do you need a cellular telephone, or do you need one of Dave's 
devices. 

I suppose we could come back to you, we could go look for some of 
these things a little bit. I must say, we haven't really tried to do that in the 
past. 

Representative Saxton. Mr. Merritt? 

Mr. Merritt. General Schweitzer just handed me a list that he 
developed to exactly this question that you have asked. 
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So I assume he would not mind if I passed this on. There are two 
pages of about 15 or so incidents. 

One of the clearest, though, is also one of the oldest that he refers 
to, was the Forestal incident in 1967 in which a radar on board one of our 
carriers ignited a Zuni rocket and you may recall did tremendous damage 
to that carrier. Let’s see, I was just looking for the number. A hundred 
and thirty-four officers and men were killed. 

Mr. O’Bryon. Senator McCain I believe was on board that ship at 
that time. 

Mr. Merritt. In that incident. 

So, you know, that is one example where inadequate shielding was 
disastrous. 

The same kind of thing from that level on down to just simply 
jamming computers are possible. 

And, again, it's the kind of examples that we heard about - of 
turning your electronics off on board the aircraft - and also one of the 
clearest examples that something is going on. 

There were examples of electronic disruption on aircraft and it's 
from these kinds of spurious signals that were not being adequately 
protected. 

Representative Saxton. How vulnerable are our military systems 
since we switched the subject over to the Forestal, which is fine, I suspect 
that I know the answer, and it is that we are quite vulnerable. 

Is that correct? 

Mr. Kehs. The vulnerability of our military systems is not as casual 
as our civilian systems. It requires a little, having spent quite a bit of 
time trying to figure out how to attack military systems, in order to be 
militarily tactically significant, you need to have a relatively high 
confidence level that what you're going to do is going to be significant. 

You can't wait for the GameBoy that's going to create minor 
problems in the airplane cockpit. You need to crank things up so that you 
know that you're going to create a problem. 

It's a little bit more difficult. 

I think that in general the military systems are probably, although 
vulnerable, much less at risk than the civilian systems, and that our 
concern at least is that there are a lot of surprises that are waiting to be 
discovered, as Jim, I'm sure, can give you an infinite list of surprises that 
have turned up in the live-fire testing. 
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And we stumble across those every time we go to do a test. 

But for the country, I think it's the civilian systems that really need 
to begin to pay some attention to this, because they don't have the STARs 
type equivalent protection that the military builds in, even if it's 
intermittent and not across a broad range of military devices, the subject 
is getting some attention. 

Mr. O’Bryon. One thing in the live-fire test program that we have 
established as a discipline since the very first test back in 1986 is that we 
require pre-shot predictions before any shot is done, whether it's a 
ballistic shot, a mine shot, a grenade, an RPG, a SMART weapon or a 
directed energy system. And we again required pre-shot predictions 
even for the testing that Dr. Schriner was involved with this past year. 

And we continue to find that our modeling simulation is not 
adequate. It's just not there. We're getting better, but we have a long way 
to go. 

And some of these models we're using are developed by the 
National Laboratories like Livermore, Sandia and Los Alamos and other 
places like that, very talented people, but it's a very complicated problem. 

And the assignment is not just limited to what I'll call the circuit 
boards, but also the exits and the entrances and all the things getting to 
and from the circuit boards, what we call the “front doors” and “back 
doors.” 

So it's very complicated. I'm echoing the fact it's very difficult to 
predict these kinds of effects. We can guess, obviously, but it’s very 
difficult to predict with any certainty. 

Representative Saxton. Mr. Schriner? 

Mr. Schriner. There are many open-source examples of this sort 
of thing. There's one that says that the Russian mafia has used HPM to 
rob banks and spring electronic locks. 

Now you never know if this is true or not, but I would believe that, 
yes, you could do that. 

And a bank is not about to let its shareholders know that it was 
robbed last night with something electronic. They just pay the damages 
and go on merrily being a banker. 

So there's a lot of open source potential examples of this, but it's 
really hard to sort them out. It's word-of-mouth sorts of things. 

Representative Saxton. Let me ask one final question. 
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One of the concerns that we obviously have relates to our national 
security, either resulting from the effect on civilian targets or effect on 
military targets. 

Are you aware of any other countries around the world, any 
countries around the world that have a program to develop RF weapons 
that might be used in a military sense? 

Mr. Schriner. Yes. 

The French probably have the largest program for developing 
high-powered microwave systems. They have probably the largest 
chamber that I know of for the testing of those systems, and they 
regularly hold professional meetings over there where our scientists go 
and I think sell the candy store, so to speak, every year. 

So I think the French are probably the known world leader in that. 
I suspect that the Chinese have very large programs also. 

I've been to many professional conferences where I was appalled at 
the information that was just given for any taker. 

One of these dish antennas, like I mentioned, was shown at the 
Albuquerque conference center once, on one of these professional high 
powered microwave programs, and there were all sorts of people out 
there taking pictures of that. 

There was a broadcast program on the Christian Broadcast Network 
where they showed a microwave power gun that somebody kind of pasted 
together a little pistol grip with a photograph of one of those antennas 
from that conference. 

You could talk to the scientists at these places and actually they'll 
tell you how to build one. 

The Swedes have a fairly large program. Most countries are taking 
a look at this, and they would be foolish if they didn't attempt to see if 
they could use that for their respective purposes. 

Representative Saxton. How about the Russians? 

Mr. Schriner. I believe that the Russians have been the leader for 
a long period of time on that. I think that Dr. Merritt could speak better 
to that subject. 

Representative Saxton. Mr. Merritt? 

Mr. Merritt. I think an official answer to your question really 
needs to come from the INTEL community, but many countries 
acknowledge that they are interested in radio frequency weapons. 


47-892 98 -3 



30 


There being some fine distinction between interest and 
development. 

But Russia, Sweden, France, Germany, UK, many countries, China, 
have expressed interest in development of RF weapons and mitigation of 
their effects. 

Representative Saxton. Well, thank you veiy much. 

I have no further questions at this time, and I would just like to 
thank each of you for being here this morning to share this information 
with us. 

I believe the Committee has allowed the information here to be 
discussed to be highly classified, presented in a very objective way. 

I do not believe, from what I've heard during this eight-month 
investigation, to conclude anything other than RF weapons constitute a 
credible threat to the civilian, as well as the military infrastructure of our 
country. 

And so I have instructed my staff to make these testimonies 
available to the appropriate Committees. 

As a matter of fact, I will be having discussions with Committee 
Chairmen and other Subcommittee Chairmen about our findings. It 
would be my strong recommendation that the appropriate resources be 
allocated to reduce, if not stop, the proliferation of these weapons, if that 
is in fact possible. At least we ought not to be intentionally providing for 
the proliferation of these weapons. 

And that we also I think need to look at this in terms of a very 
serious threat to our civilian operations, as well as the military 
operations. 

And thank you for being here today to help us make these points. 
We appreciate it. 

(Whereupon, at 11:11 a.m., the hearing was adjourned.) 
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Submissions for the Record 


Prepared Statement of 
Representative Jim Saxton, Chairman 

Good morning. Thank you very much, everyone, for being here. 

On June 17, 1997, the Joint Economic Committee (JEC) held a 
hearing called, “Economic Espionage, Technology Transfers and 
National Security,” in which it heard testimony from Lt. Gen. Robert 
Schweitzer about a new class of weapons, radio frequency weapons (RF), 
and the impact of these new weapons on the civilian and military 
electronic infrastructure of the United States. 

Since the General talked about a terrorist threat and a proliferation 
threat, the JEC has continued to investigate these potential threats. I am 
pleased to welcome to the Committee an extremely knowledgeable group 
of panelists. Let me introduce them. 

Mr. Alan Kehs is with U.S. Army Laboratories and will discuss the 
overall RF threat. Mr. Kehs has a B.S. and a M.S. in Electrical 
Engineering, and a M.S. and a Ph.D. in Physics from the University of 
Maryland. He is a recognized expert on the generation and use of intense 
relativistic electron beams for the production of high-power microwave 
radiation. Recent assignments include Chief of the Source Physics 
Branch and Chief of the Nuclear and High Power Microwave Technology 
Office. Dr. Kehs chaired the 8 th national conference on HPM in April 
1997 and currently chairs the tri-service HPM Technology Coordination 
Panel. 

Mr. James O’Bryon is the Deputy Director of Operational Testing 
and the Director of Live Fire Testing with the Office of the Secretary of 
Defense at the Pentagon. He has received a B.S. in Mathematics, and he 
also has graduate degrees from George Washington University in 
Operations Research/Management Science and from MIT through the 
Electrical Engineering Department. The Director will discuss the role of 
Live Fire Testing and how it may play a role in testing our military 
equipment with RF weapons. 

Mr. David Schriner is the Principal Engineer directed energy studies 
with Electronic Warfare Associates and a recently retired engineer with 
the naval weapons testing facility at China Lake. He has numerous 
patents, has received superior service awards, and given technical 
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presentations over 42 years of civil and military service. He will discuss 
the difficulty in building a RF weapon and the terrorist threat. 

Dr. Ira Merritt is with the Missile Defense Space Technology Center 
in Huntsville, Alabama. He has more than 25 years of experience in 
developing advanced technologies, systems requirements, system 
designs, and test capabilities for ballistic missile defense systems. He has 
a Bachelor of Science in Chemical Engineering and advanced degrees in 
Nuclear Engineering. Dr. Merritt will discuss the proliferation of RF 
weapons primarily from the former Soviet Union. 

I look forward to the enlightening testimony from our panelists. 
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Prepared Statement of R. Alan Kehs, 

Army Research Lab 

Mr. Chairman and Members of the Committee, I thank you for the 
opportunity to help shed some light on the widely ignored topics that you 
have chosen for these hearings. I have spent most of the last twenty years 
working on various radio frequency weapons technologies and 1 am 
currently serving as chair of the tri-service High Power Microwave 
(HPM) technology coordination panel. 

In general, our security classification guide prevents us from 
discussing anything but the most generic concepts and severely limits the 
depth of discussion if we remain at the unclassified, full public release 
level. It is not deemed to be in our best interests to provide details on our 
programs or roadmaps to weapons development that might assist rogue 
states, terrorists and others who would eventually wish to use these 
weapons against us. 

However, one does not need to rely on classified reports in order to 
appreciate the potential impact of radio frequency weapons (RFW) or as 
they are frequently called, HPM weapons. Everyone in this room has 
undoubtedly experienced Electromagnetic Interference (EMI) to some 
piece of household electronics. Some common examples are the effects 
of lightning strikes or automotive ignition noise on radio transmission, 
placing two computers too close to one another on a bench, driving under 
power lines while trying to listen to the radio, and so forth. 

A step up from these minor inconveniences is the warning that we 
hear each time we take off or land in an airplane. We all wonder "can a 
GameBoy or calculator really cause serious problems to the airplane 
electronics?" The answer, of course, is that a GameBoy, calculator or 
cellular telephone is not usually sufficient to disrupt airplane electronics, 
but it can happen. As a result, we adopt a policy of "better safe than 
sorry" and shut down electronics during the more critical take off and 
landing segments of commercial air flights. We have now asked the 
question "How much power does it take to create problems?" 
Realistically, these questions cannot be answered at the unclassified, full 
public release level. More subtly, the question becomes "At what point 
do common civilian electronic devices become weapons?" 

Let us shift now from the low power levels (microwatts and 
milliwatts) of GameBoys and cellular telephones to the very high power 
levels (megawatts) of commercially available radar systems, TV 
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transmitters, and particle accelerator tubes. This is the platform from 
which HPM weapons programs would be based. 

Conceptually, an HPM weapon looks like a radio transmitter. There 
is a power source, a tube to generate RF energy, and an antenna to radiate 
the energy appropriately. The key technologies and final products have 
been under development for the greater part of this century and are 
readily available on a broad range of markets. In the Army, we make 
extensive use of surplus radar and radio equipment. 

Military electronics generally contain some electromagnetic 
shielding and protection devices -- even if they are not specifically 
designed to withstand an HPM attack. Commercial designers are 
generally concerned only with FCC limits on EMI and no one knows how 
susceptible commercial electronic systems might be to a concerted 
electronic attack. These commercial systems include our banking and 
telecommunications systems as well as oil and gas distribution and 
transportation systems, among others. Although these systems are 
designed to withstand the loss of a critical node, a concerted attack would 
cause unknown effects. 

HPM technologies appear on the critical technologies list. However, 
the required special approvals have not slowed the transfer of 
increasingly powerful and sophisticated HPM technologies to overseas 
buyers. 

The intelligence community will have to address the threat issues 
but I believe that they will find existing technology is more than 
sufficient to support several potential applications and threat scenarios. 

The growing U.S. dependence on sophisticated electronics for war¬ 
fighting and domestic infrastructure makes us potentially vulnerable to 
electronic attack. By its nature, the Defense Department is compelled to 
confront such threats, however, the full range of our technological society 
is also at risk and much less aware of potential threats. I pray that 
Congress will help all of its agencies and departments to appreciate the 
increasing seriousness of the questions raised here today and take 
appropriate actions to evaluate threats and construct appropriate 
defensive measures. 
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STATEMENT BY 
MR. JAMES F. O’BRYON 

DEPUTY DIRECTOR, OPERATIONAL TEST AND EVALUATION 
LIVE FIRE TESTING 


OFFICE OF THE SECRETARY OF DEFENSE 
THE PENTAGON 
WASHINGTON, DC 20301 


BEFORE THE 


JOINT ECONOMIC COMMITTEE 

DIRKSEN BUILDING, ROOM 106 
FEBRUARY 25, 1998 



Mr. Chairman and other distinguished members ot the Committee, it’s an 
honor for me to appear before the Joint Economic Committee today to discuss 
the role and mission of Live Fire Testing, and specifically as it relates to the 
ballistic threat the threats posed by radio frequency and electro-magnetic pulse 
and other threats. As your letter of invitation states, these issues "are of great 
importance to our nation as well as the world." 

Let me begin by acknowledging the fact that the Congress recognized, 
starting about a decade ago, that there was a significant and growing need to 
realistically test our major weapons and weapons platforms to assure that they 
would withstand the rigors of combat and to inflict the maximum effect on the 
enemy when used. The Live Fire Test legislation, first authored in Fiscal Year 
1986 and strengthened several times since then, including most recently, the 
Federal Acquisition Streamlining Act (FASA), signed into law by the President in 
October 1994, requires that this realistic testing be conducted against realistic 
threats and that an independent report on the test results be prepared and 
delivered from the Secretary of Defense to the defense committees of both 
houses of the Congress prior to making any decision to enter full-rate 
production on each designated system. These systems have included armor 
systems, missiles, projectiles, aircraft and others. To date, literally thousands of 
Live Fire Tests have been conducted and evaluated and more than two dozen 
Live Fire Test and Evaluation reports on both weapons and platforms have been 
forwarded to the House and Senate In compliance with statute, prior to the 
decisions to enter full-rate production. 

Live Fire Testing has revealed design flaws which, had they not been 
found in testing and corrected, would most likely have resulted in the loss of 
valuable equipment, and more importantly, loss of life of our combat forces. 

The kind of realistic testing that we require provides the opportunity to learn 
what otherwise would only be discovered in the first days of actual combat and 
that is certainly not the time for surprises. 

Since this is the Joint Economic Committee, I’m confident that your focus 
would be on how much this testing has cost the American taxpayer and in turn 
how much has been returned on these investments. I’m happy to report to you 
that, over the past decade since the inception of this program, although 
significant improvements have been made to our weapons systems as the result 
of this testing, not one test program has exceeded 1/3 of one percent of the 
program’s cost This small investment has paid significant dividends In not only 
military equipment saved but also savings in lives from Improved combat 
survivability. 


From its beginning, the LFT&E program has required that not only design 
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as well since we need to anticipate what well face at the end of the acquisition 
cycle and beyond. The System Threat Assessment Reports, or STARs, as 
they’re known, are prepared by the Service proponents and approved by the 
Defense Intelligence Agency (DIA). These documents, by DoD regulation, are 
the primary source document used to establish what these emerging threats will 


The threats tend to fall Into three categories: classical conventional, 
emerging conventional threats and unconventional threats. The legislation 
forming the basis for LFT&E calls for testing against expected conventional 
threats. The Pentagon’s JCS Publication 1-02 defines a conventional weapon as 
one which is neither nuclear, biological or chemical. Hence, testing of our 
chemical, biological and nuclear weapons is not under the aegis of Live Fire 
Testing. However, LFT&E does include other threats including directed energy 
threats. The focus of the STARs over the years has been on, what I term, 
"classical conventional threats." They have formed the basis of the DIA threat 
documents outlining projected threats over the years. These traditional threats 
are certainly the most familiar and they Include such things as rockets, bullets, 
missiles, mines, torpedoes, grenades, shaped charges, kinetic energy 
penetrators, high explosives and other similar weapons which damage by 
depositing either kinetic energy, explosive energy or both. We have done 
significant testing of these threats and these threats will, most likely continue to 
face us well into the next century. 

There Is a second category of threats which, in my opinion, are of 
Increasing importance, the directed energy threats. This category of threats 
includes low, medium, and high-energy lasers and high powered microwave 
radio frequency threats. I would like to focus the remainder of my opening 
statement on them. 


These directed energy threats are Included within the official definition of 
conventional threats, and hence, within the LFT&E mandate for oversight, are 
receiving increasing attention from the Services. 


Recent defense guidance has made clear that other nations may very well 
choose to fight the U.S. asymmetrically, thereby avoiding a frontal assault on 
our forces in the more traditional war of engagement and attrition. Rather, they 
very well might choose to select a specific area of our potential vulnerability, for 
example communications, or information warfare, or other selective threat to 
attack us more effectively and efficiently. Recognizing that our nation, both 
militarily and commercially, Is heavily dependent upon electronically produced, 
processed and transmitted information, it makes good sense to assume that 
rogue nations could easily try to exploit this potential niche warfare area to not 
only disrupt military command, control and communications but also to attempt 
to defeat our highly sophisticated military systems which rely increasingly on 
computers and their related software. 
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Drawing much of their technology from the commercial world, our 
military systems, whether they be tanks, ships or aircraft are heavily dependent 
upon computers or computer components. They use computers to navigate, to 
communicate and to acquire and home on targets. In fact, some of our new 
fighter aircraft literally cannot fly without their computer controls. Destroying, 
disrupting, corrupting or Interrupting computer components could be very 
serious. As our computers become more and more miniaturized, faster and 
more proliferated, it may become feasible to attack these platforms through 
their potentially soft electronic components. As Mark Twain once said, "If you 
put all of your eggs in one basket, you’d better watch that basket” 

Other technologies, such as the introduction of nonmetalllc composite 
skins for our aircraft and armor, may, while minimizing weight, Inadvertently 
increase vulnerabilities by eliminating the "Faraday cage" which has 
traditionally provided a degree of protection from external electronic disruption. 

We recently initiated a series of Joint Live Fire Tests (JLF) with the three 
Military Departments to assess the effects of potential radio frequency weapons 
against our platforms. While there has been some testing of RF weapons over 
the years, these JLF tests were particularly interesting for several reasons: 

First, we were examining the survivability of our systems to such weapons. In 
contrast to this, most tests done previously had been to asses ou r lethality 
against potential adversaries. Second, the source was a transient electro¬ 
magnetic broadband threat, making potentially susceptible a much wider range 
of equipment than the more traditionally tested narrow band systems. Third, the 
tests were conducted outside, rather than the vast majority of other testing 
which has been done at short range inside enclosures. Just as one’s voice 
sounds differently in the shower than it does outside, so does the performance 
of an RF weapon in the open. Fourth, the tests were done against a fully 
operational target, not simply a component or series of components as Is often 
done. Just as the human body behaves as a total system, weapons platforms 
perform differently when tested as a complete operating system. We selected 
the Army’s Huey Cobra Gunshfp as the candidate platform to gain insights into 
not only what the first order effects might be but also to gain insights Into how 
to even test such systems to these threats. Our intent In testing such an older 
and less sophisticated platform than we are currently developing was that it 
would not only be less costly and more available for destructive testing but also 
might indicate that if such an unsophisticated platform were to be vulnerable to 
such threats, then our newer, more computer dependent platforms could also 
be. We also were able to place other devices of Interest In the path of the threat 
with significant results. 

Just three weeks ago, I and some 200 others attended a meeting In the 
Russell Building sponsored by the National Defense Industrial Association, at 
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which time the Issues of information security and warfare war* discussed. The 
act that some of our military communications arc conducted over commercial 
lines was noted. Hanes, what might first a p pear to ba a civilian problem could 
also ba a military problem. 

Because of the rats of change of technology, In communications, 
computers and sensors as well as in lasers and radio frequency technology, 
the complexities of the issues are fast-movtng. 

I’m not here to Imply that the sky is failing, or that our weapons don’t 
work. What I am trying to say is that the world is changing, the potential threat 
is changing, and our approach to designing and testing in this emerging world 
must change to meet it We must realistically Live Fire Test to these emerging 
threats to our military platforms and weapons. It will be a savings not only in 
real dollars and equipment, but In lives as well. 

Thank you for your invitation to appear here this morning. Ill be happy to 
answer any questions you may have at this time. 
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STATEMENT BY 
MR. DAVID SCHRINER 

BEFORE THE 

JOINT ECONOMIC COMMITTEE 

THE DESIGN AND FABRICATION OF 
A DAMAGE INFLICTING RF WEAPON BY “BACK YARD" METHODS 

February 25,I9S* 


Note, this paper reflects the personal views and opinion of the author. The material in this piper 
has been deemed unclassified by those who hold his security clearances but it does not 
specifically represent their views. This paper is a very brief statement on the subject and it is 
written from a non-tcchnical point of view to provide an easy look at the subject manner by non¬ 
professional people or groups. Further elaboration on any point can be requested in either a 
technical format or at a classified level with the proper security restrictions in place. 
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One primary point of this paper is that as these technologies mature they also become affordable 
and usable by criminals and terrorists. Most military programs are classified and the general 
public knows little concerning their nature but as the technology becomes available to criminals 
and terrorists, it may be directly applied to the infrastructure elements of our society. This paper 
addresses the question concerning the possibility of certain types of this technology being used 
against the society. 

The primary focus of this paper will be on a different and new form of HPM called Transient 
Electromagnetic Devices (TED) that could, in the hands of enemies, criminals, pranksters, or 
terrorists pose a significant threat to much of the United States infrastructure components that are 

institutions, aircraft security, medical, automotive, and other critical equipment used everyday in 
our society. The systems necessary for the production of this form of energy are much easier to 
construct and use than the earlier and more well known conventional HPM narrow-band systems 
that are currently in development for military use. Millions of dollars have been spent on the 
conventional HPM, systems and it is the type that DOD managers and their funding offices arc 
well acquainted with. This paper will briefly speak to these but the main focus of it will be on 
the very different tyne, the TED systems, which is less well known and may be the RF weapon of 
choice to the modem cyber or infrastructure RF warrior. 










Ill 



It is with this view of microwave heating that we have the first notion of the use of microwaves 
as a weapon. One assumes that if a microwave signal of extremely high power level is aimed at 
a distant target of some type, then heating and perhaps burnout of some part of the target would 
occur. If the signal was tuned to the operating frequency of a targeted radio receiver, for 
example, one would assume that if enough power was provided in the radiated beam directed at 
the target’s radio antenna, that the radio's “front-end”, that part directly connected to the antenna, 
could be heated sufficiently to bum it out The key here is whether there is an entry point for the 
high powered signal to enter the targeted system and whether there is enough power to cause 
burnout. 
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the RF weapon signal to enter some part of the platform’s electronic systems and, as before, 
cause a burnout or disruption of some sort The weapon designer would like to have a priori 
knowledge of the target so as to select the right frequency and use the right modulations to 
accomplish the desired result. 

Since this extremely high-powered RF generation technology also fills the needs of industrial 
heating applications, essentially very high powered microwave ovens, there is a universal 
worldwide need for the technology and export controls are confused when it comes to the 
possible use of this technology as a weapon. 

The New Kid on the block, the Transient Electromagnetic Device (TED): 

likely, other countries as well. This type of directed RF energy is quite different than the-narrow- 
band systems previously described. This type of directed energy is called transient 
electromagnetic radiation. Instead of generating a train of smooth sine-waves, as the 
conventional narrow-band systems do, it generates a single spike-like form of energy. This spike¬ 
like burst of potential does not have “cycles” or waves and it may be only one or two hundred 
pico-seconds (psec) in length. 100 psec is the time that it takes light to travel 1.2 inches and 
often these short time duration puoses are described in “light-inches”. 

It is very similar to the type of signal that occurs when yourub your feet on the carpet on a dry 
day and then touch your computer keyboard. An electrostatic discharge (ESD) occurs when you 
do this. The electrostatic charge on your body discharges onto and into the computer and a very 
brief amount of very high current flows quickly ftom your finger into the computer circuits 

this momentary break in the “bit-flow" the ESD may cause the computer to crash and in some 
cases it may cause sensitive electronic circuits to beactually damaged to the point where they are 
non-functional and must be replaced. This vulnerable item may be just a single semiconductor 
diode in a single integrated chip in a circuit on the motherboard, and there are hundreds or 
thousands of these in a desk-top computer. It is often economical to simply replace a whole 
circuit board of components rather than trying to find the one specific circuit and replacing just 
it. This type ofnew weapon source, a transient electromagnetic device (TED), is actually a 
system that radiates an ESD-like signal that is intended to cause a similar responses, as just 
described, to the targeted system. 

Let us look at the differences between narrow-band (NB) and TED HPM systems. The NB 
systems generate sine waves, the TEDs don’t. The NB systems are very costly and go to great 
lengths to generate very high average powers, the TEDsdon’t, the NB systems are very complex 
systems, the TEDs are not, the NB systems generate very high average powers (microwave 
heating), the TEDs generate very high peak powers (and are poor RF heaters). They both use an 
antenna and the larger it is, the more power they can radiate, in a narrow focused beam, at the 
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fabricate the mechanical hardware. It use two ignition coils and a battery for power, an 
automobile fuel pump and filter for the oil circulation, and commonly available transformer oil 
An additional week was required to work out all of the electrical wiring, the oil lines, and the 
general finishing details. This unit was ready for testing in two weeks after starting the effort 

signal radiated from the unit was measured and found to be a very significant power level 
can be compared against available vulnerability and susceptibility levels of military 
pment. When the weather permits, this unit will be tested against a set of infrastructure 
targe" --—-- - 
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UNLIMITED UNDERGROUND ELECTRONICS 
SUBDIVISION: KOGA-TECH WEAPONS 



For a complete dialog send a SASE to Unlimited Underground Electronic* 
1839-D West Vina Way #315 
Vista CA 92083. 
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TRANSFORMER SUPPLIES POWER TO THE L/C TUNED CIRCUIT WHICH IS TUNED TO A VARI 
THE FREQUENCY OR FREQUENCIES YOU WANT TO JAM. IN OTIER WORDS. TUNE IT TO W] 
FEW 100K1IZ OF THE FREQUENCIES YOU WANT TO JAM. THIS DEVICE WILL GENERATE AN 
EXTREMELY WIDE BANDWIDTH AT A VARIATION OF FREQUENCIES. AIARGE PORTION OF 


THEORY: Cl CHARGES TO NEAR TO 
BETWEEN THE SPARK GAP. 'DOS CC 
CEMF OR INDUCTIVE KICK WHICH [ 


IX 5000-30JKWAC OUTPUT TRANSFORMER BETWEEN 10-60mA CURRENT. 

IX VARIABLE SPARK CAP. SEE FIGURE I. 

IX HIGH VOLTAGE CAPACITOR RATED 2X INPUT VOLTAGE. (WHEN USING THE BELOW 
EQUATIONS TO FIND RESONANCE OR THE FREQUENCY YOU MUST USE THE uF OF THE 
CAPACITOR.. IN OTHER WORDS THE FREQUENCY WILL DETERMINE YOUR uF OF THE CAP 
AND mH OF THE INDUCTORS ) 

IX SET OR VARIABLE TUNED INDUCTOR, LI. 

IX SET OR VARIABLE TUNED INDUCTOR, L2. 

IX FT DIAMETER COPPER TUBING OR PIPE FOR ANTENNA. _ 

FORMULAS YOU MIGHT USE. — 
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VERY HARD TO UNDERSTAND BUT DO SOME HOMEWORK AND YOU WILL. THE THIRD 
CONCEPT UTILIZES MICROWAVE RADIATION-! DONT THINK I HAVE TO EXPLAIN 
MICROWAVE RADIATION CAPABILITIES. JUST PUT A WALKMAN IN THE MICROWAVE 
AND TURN IT ON. I THINK YOU CAN CONCIEVE WHAT WOULD HAPPEN. 


FOR INFORMATION ONLY!! DO NOT USE THIS DEVICE FOR DESTRUCTIVE PURPOSES!!! 
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CONNECTION OF MAGNETRON TO TUBE. 

THIS IS A DANGEROUS TASK....IF IT IS NOT DONE CORRECTLY IT COULD BE 
CATASTROPHIC. 


OF THE PIPE ABOUT 5 INCHES FROM THE END. THE END IS WHERE THE STEEL PLATE IS 
TO BE PLACED. IT MUST BE FASTENED DOWN AND GROUNDED ALONG WITH THE PIPE. 
THE BEST MATERIAL TO USE TO FASTEN THE MAGNETRON TO THE ALUMINUM TUBE IS 
SCREW TIE DOWNS. THE MAGNETRON MUST BE IN DIRECT CONTACT WITH THE 
ALUMINUM TUBE. THE TUBE ACTS AS A WAVE GUIDE FOR THE MICROWAVE RADIATION. 

THE NIPPLE PROTRUDING FROM THE FRONT OP THE MAGNETRON MUST BE IN THE 
ALUMINUM TUBE'S SIDE. YOU MUST FASTEN THE MAGNETRON TO THE TUBE THE 
NIPPLE IS THE OUTPUT PORTION OP THE MAGNETRON THE BEAM OF MICROWAVES 
COMES OUT OF THIS PART. MAKE SURE THE WINGS ON THE MAGNETRON ARE 
PERPENDICULAR TO THE TUBE, NOT PARALLEL. YOU MUST FIND A WAY TO CONNECT 
THE MAG TO THE TUBE AND STILL KEEP THEM PERPENDICULAR. 

IT IS VERY IMPORTANT THAT YOU SOMEHOW CONNECT A COOLING FAN ONTO THE 
MAGNETRON. IT WILL BURNOUT IF YOU DO NOT COOL IT. ALSO PLACE SHIELDING 
AROUND THE MAGNETRON/POWER SUPPLY AFTER YOU INSTALL IT. THE SHIELDING 
SHOULD COVER THE ENTIRE MAGNETRON AND POWER SUPPLY. PLACE ALUMINUM FOIL 
ON THE FAN BLADES ALSO. COVER EVERY OPENING WITH ALUMINUM TAPE 


DETAILED SCHEMATIC 
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P1CT0RAL DIAGRAM OF FINAL DEVICE. 



HOOK THE SPARK GAP UP TO THE COIL AND THE POWER SUPPLY. THIS WILL CAUSE 
RANDOM FREQUENCY TO BE GENERATED THROUGH THE TUBE AND HELP MODULATE 
THE MICROWAVES WITH THE SIGNAL. 

WE ARE NOT LIABLE FOR ANY DAMAGES. DEATH. HARM, DESTRUCTION. USE OR MISUSE 
OF THIS DEVICE OR DEVICES LIKE IT. THE USER OF TOE DEVICE IS SOLEY LIABLE FOR 
ALL ACTIONS AND OUTCOMES PERFORMED WITH THE DEVICE 
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UNLIMITED UNDERGROUND ELECTRONICS 

ORDERING FORM DATE OF ORDER:_ 

NAME:_ PHONE:_ 

MAILING ADDRESS:___ 

CITY:_STATE:_ZIP_ 


ORDER# DESCRIPTION OF ITEM QTY SHIPPING 


=£OST_ 


METHOD OF PAYMENT (CHECK QNEj 

0 CHECK 
O MONEY ORDER 


SHIPPING TOTAL. 
MERCHANDISE TOTAL_ 
TOTAL ENCLOSED. 


MAKE CHECKS OR MONEY ORDERS PAYABLE TO: 

UNLIMITED UNDERGROUND ELECTRONICS VOICEMAIL #: 

I839-D WEST VISTA WAY #515 760-639-5527 (24HRS) 

VISTA CA 92083 








MAKE CHECKSmO S TO: UNLIMITED UNDERGROUND ELECTRONICS 

MAIL ORDERS TO: 1S39-D REST VISTA WAY HSU 

VISTA CA 92tU 


THANK YOU FOR YOUR ORDER. OUR RESEARCH DEPENDS ON YOU. 



BOOKS FOR SALE: 


1. KOGA NINJITSU (THROWS/TAKEDOWNS . VITAL STRIKES) AN INTRODUCTION TO KOGA 
NINJITSU’S VAST ART OF TAUITSU BY MASTER RHOADES. 55PGS PAPER BACK. HIGHLY 
ILLUSTRATED PICTURES. COST J 12.00 EACH ADD $2.00 S/H. ORDER#NINBOOK 

2. KOGA NINJITSU (KUJI KIRI MEDITATION) AN OVERVIEW OF WHAT STUDENTS IN OUR 
DOJO LEARN ABOUT THE JUMON HAND SYMBOLS. BY MASTER RHOADES. STUDENT 
BOOKLET. ILLUSTRATED PICTURES COST $5 00 EACH ADD $1.50 S/H ORDER#JUMON. 
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INTRODUCTION 









BACKGROUND 


History: It has long been a concern in the scientific community that Soviet scientists led the 
world in development of RF weapon technologies. This concern was heightened in 1994 when 
Gen. Loborev, Director of the Central Institute of Physics and Technology in Moscow, 
distributed a landmark paper at the EUROEM Conference in Bordeaux, France. In this paper Dr. 
A. B. Prishchepenko, the Russian inventor of a family of compact explosive driven RF 
munitions, described how RF munitions might be used against a variety of targets including land 
mines, sea skimming missiles, and communications systems li3 . He fiirther popularized these 
munitions with articles in Russian naval journals and in other professional journals and 
magazines 4 . 


The Soviet Union had a large and diverse RF weapons program and remnants of this work 
continue today within FSU countries. The scope and results of the Soviet program are poorly 
understood, but ATD personnel have been at the forefront of efforts to gather information and to 
understand it 5 and its accomplishments through Windows on Science and contracts for R&D 
effort. Our principal objective is to understand requirements and to identify technologies 
applicable for RF mitigation. Nevertheless, large uncertainties still exist concerning the status of 
RF weapon development and associated efforts to mitigate their effects on electronics. In spite of 
these uncertainties, it is clear that many nations continue to aggressively pursue the development 
of RF weapons and techniques to mitigate their effects 6 . 

Proliferation: Worldwide interest in RF weapons has increased dramatically in the last several 
years. The collapse of the Soviet Union is probably the most significant factor contributing to 
this increase in attention and concern about proliferation. A recent study of open source literature 
dealing with RF weapons 6 clearly documented the worldwide interest in RF weapon technologies 
and my testimony is offered in the context of these conclusions. A few of the report’s key 
judgments were that: 

1) “...construction of effective explosively-driven Flux Compression Generator devices is 
entirely feasible for established military powers such as Russia, China, France, Germany, et 

2) “There is no confirmed evidence of employment of such a device to date ... available in 
open sources”. 

3) “Modem Metal Oxide Semiconductor technology, on which most of our critical national 
infrastructures depend, unless deliberately protected or “hardened”, is extremely vulnerable to 
even low-power electromagnetic pulses...” 

4) “...it is well understood that the US is disproportionately more vulnerable to RF attack 
than are less developed nations.” 

Specific examples of interest in RF weapons and the proliferation of this technology follow. 
The French Gramat Research Center has dedicated significant assets to study the effects of 
electromagnetic energy on electronics and in 1989 Thompson CSF published brochures in which 
they stated that they were developing RF weapons 7 . A 21 January, 1998 newspaper article in the 
Swedish newspaper SVESNSKA DAGBLADET* reported that the Swedish National Defense 
Research Institute purchased a Russian “suitcase bomb” that uses high power microwaves to 
’’knock out” computers and destroy all electronics within the radius of its “detonation”. The 
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article also reported that this device is being sold commercially and that it has been sold to the 
Australian military. The price was reported to be several hundred thousand Kroner, or about 
$100,000. Mr. Carlo Kopp, an Australian professor, who claims to have had a relationship with 
their military, has his own web site (http://www.cs.monash.edu.au/--carlo) and has provided 
detailed papers on the alleged effects of RF weapons and sketches of design concepts 9 . A simple 
search on the Internet recently identified 95 websites that referenced Mr. Kopp's work. These 
included 16 sites in the U.S. and 18 sites in other countries, not including Australia. The Internet 
is becoming a significant factor in enhancing the interest in RF weapons. 

Waveforms and Susceptibility: State of the art semiconductors are becoming more vulnerable 
to the effects of radio frequency energy as semiconductor features become smaller and 
smaller 10 " 12 . Commercial microelectronics make heavy use of metal oxide semiconductor 
devices which fail when subjected to voltages that exceed the dielectric strength of the 
component or when the device melts as a result of heating from currents induced by the RF 
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the limiter can turn on. Tests over the last 10 years have produced data on component responses 
to pulse widths in the range from 1 to 50 nsec. However little information is available that 
describes electronic responses for incident pulses having sub-nanosecond pulsewidths. Testing i 
needed to establish effects of the following general waveforms: very short (nanosecond and sub 
nanosecond) single pulses, multiple closely-spaced very-short pulses, and long (millisecond) 
pulses. 


Much of the existing effects data is from direct drive tests. Such tests produce the most 
repeatable indication of whether or not the pulse in question will upset or damage the device 
being tested. However these tests do not help clarify the issue of whether or not the RF 
waveform in question will actually couple through the walls, openings, filters, cables, and wires 
that separate components at risk from the external environment. This uncertainty creates a 
situation in which even the best analysis must be based upon significant assumptions. As a resul 
our commercial and military systems may be much more, or much less, susceptible to upset or 
damage than we now assume. As a result, characterization of representative components and 
circuits and the effects of physical configurations are badly needed for very short pulses. 

A 1996 paper by Bludov, et al 12 from the Kharkov Physico-Technical Institute, Ukraine 
described HPM and UWB testing on electronic components and biological systems. The paper 
identified three levels of damage: temporary upset, permanent upset, and burnout. It appears that 
Ukraine has a systematic program to characterize the effects of HPM and UWB waveforms on 
electronic components. 

EXAMPLE W EAPON RELATED TECHNOLOGIES 

RF weapon-related sources can be classified in several ways, including: HPM or UWB, 
pulsed or continuous, single shot or repetitively pulsed, and very short pulse (nanosecond) or 
long pulse (microsecond to millisecond). In addition, the electrical or explosive power source has 
a significant effect on the output characteristics of the device. For example, the explosive driven 
munitions described by Mr. Carlo Kopp and the RF munitions described by Dr. Prishchepenko 
are single shot devices that convert the chemical energy of high explosives first into magnetic 
energy, then into electrical energy and finally into microwave energy. This multi-step conversion 
of energy is inherently inefficient, but explosives are very compact sources of energy, modem 
electronics are not very robust to external sources of energy, and the intent is to place the 
source/weapon as close to the target as possible. Electrically driven devices have fewer energy 
conversion steps, but typically they are larger and produce less power per pulse. 

Electrically Driven Devices: The electrically driven (non-explosive) devices require an 
external power supply and energy storage system, which often leads to larger and less self- 
contained systems than can be produced by explosive-driven approaches. However, two recent 
technologies that minimize this limitation are the solid state pulsers developed at Ioffe Physico- 
Technical Institute in St. Petersburg and the RADAN system. These devices are quite compact 
and can be powered by small hand-carried energy sources. 


Pulsers developed at Ioffe Physico-Technical Institute are based upon very fast (nanosecond 
and picosecond) solid state “on” and “off” switches developed by Prof. Igor Grekhov and Dr. 
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Alexi Kardo-Syssoev. These switches have recently been used to generate 10 nanosecond, 10 
KHz pulses for a prototype ground penetrating sensor that is now being used commercially in St. 
Petersburg (Figure 2). This 10 kg portable sensor is said to be used routinely to image to depths 
of 200 meters with an accuracy of 1% of the depth and it is claimed to be able to image down to 
1000 meters with slightly lower resolution 13 . Jammers based upon these switches can be made 
small enough to fit into a briefcase. A recent version is said to weigh 6.5 kg and to deliver fields 
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“What is the likelihood that our systems will be exposed to RF weapons as a result of 
terrorism, conventional conflict, etc.?” 

As I have stated. Advanced Technology Directorate has initiated high payoff research and 
development efforts to understand RF weapons technologies and we have also begun to develop 
broadly applicable RF mitigation techniques that can ensure the operability of our high-value 
assets in the presence of stressing electronic warfare environments. Our emphasis is on 
development of near-term, low-cost capabilities that are applicable to a broad range of military 
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ACRONYMS 

ATD Advanced Technology Directorate 

CSWS Cylindrical Shock Wave Source 

COTS Commercial Off-The-Shelf 

DSWA Defense Special Weapons Agency 

EMI Electromagnetic Interference 

EMP Electromagnetic Pulse 

FCC Federal Communication Commission 

FSU Former Soviet Union 

GHz Gigahertz 

GPS Global Positioning System 

GW Gigawatt 

HEMP High Altitude EMP 

HPM High Power Microwave 

ISTC International Science and Technology Center 

kV Kilovolt 

MCG Magnetocumulative Generator 

MHz Megahertz 

MILO Magnetically Insulated Linear Oscillator 

MW Megawatt 

NNEMP Non-Nuclear EMP 

RF Radio Frequency 

RFM Radio Frequency Munition 

STCU Science and Technology Center Ukraine 

SU Soviet Union 

TOC Tactical Operations Center 

UWB Ultra Wide Band 
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